4SOLab ot

TECHNICAL BROCHURE - ZERO-TRUST WORKSPACE DELIVERY

4SO Workspace

ELRTY TSy

Secure Browser Workspaces with Separated Control & Execution Planes
RDP/VNC/SSH (awyiw> g wSgid Application g Browser. Desktop
e (ga>,> g DLP. Scheduling ¢ Identity. Policy b ¢wg (gau,=i G

05 6w jl [a> easbedadlze gly=l g Session )b

& = \Y =

. Guacamole KasmVNC
mTLS Agent PostgreSQL Docker Engine
outbound-first <y ,use Cnuridg @2p0 Jol Runtime provider j RDP is\)/;\f / SsH ngr:;::izace

EXECUTION PLANE

Agent

CONTROL PLANE observed state - bounded action
E 8 PostgresqQL Q  Identity miLs
~ =
User Endpoint - « 5 KasmVNC
) outbound Linux browser | desktop / app
Jolei gV his Policy /| DLP t2 Scheduling
= Guacamole
= RDP:VNC - SSH
Cuwl Syas)> Single-node G dlatiel (J=o Endpoint
3oL Host &G (g9, algi 0 Execution ¢ Control WAL o JyiS bu=o ;> workload gly>I g Session
LAy by g @l H)lyEiwl gaig;S Kubernetes .l Jolei gauV ksd Endpoint g siile 0

1> a5 65lw |y )18 (gauy=xi ¢ausS 1a> Endpoint jl 1) 1S huxo

eee | 4SO Workspace - Technical Brochure



4SOLab 0=

CAPABILITY SNAPSHOT
Capability Snapshot
632 O iy @il 0dbw )18 Gay2 |

< > |y Infrastructure Operations ¢ User Experience glowulild Workspace

b0 655 e HUS Jpazo

Y /0\ >_

Policy g DLP wlojlw Cugn RDP / VNC / SSH App ¢ Browser. Desktop
9 Clipboard. Peripheral (118 Authentication. Authorization CMS (9 55950 I awyiawd 9 dgo Linux globhuxo
Network Path ainls g NV 0 yisS
RA
|ﬁ © @ KN
Observability Recording Multi-zone Capacity g Scheduling
Sy > Audit ¢ Health. Capacity > Audit g 5,500 winlivn w9 Execution GiyiowS wobwl o bl 5g5 Ll
EVS Session zbuw Control l>al> Cusidg
& MTLS UL ¢ outbound-first >g5 vy e @ 9 PostgreSQL — Intent. Session. Policy. Node
Capacity
P XS o youe Product API 5l Jaas Browser Ul
< Jdiuwo iuds 9> — Control # Execution
O S0 odslie Runtime jl Session vusisg
Authority a5 eabesolive cusibg — Agent
) bbb iy 4 ceul (g)Lasl Kubernetes
5 Syaz)> il Jao — Single-node

oleiiay glal>po o — Session = Intent + Durable Operation + Runtime Observation :Core contract

-C E Capability Snapshot



4SOLab 05

ARCHITECTURE OVERVIEW

Architecture Overview
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Deployment & Install Contract
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ACTION & WORKFLOW CONTRACT

Action & Workflow Contract
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LIFECYCLE

Lifecycle & Workspace Profiles
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DEEP TECH WORKFLOWS

Failure & Recovery Semantics
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ACTION & OPERATIONS CATALOG

Action & Operations Catalog
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